NAMATKA ]
[N OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE3ONACHOCTM AETEM

HEJ1b3A

1. Bcem nogpsa coobuiatb CBOK YacTHYHO MHopMaumto (HacToawme M, hammnumio,
TenedoH, agpec, HOMep LUKOfbI, a Takke poTorpadmum CBOWU, CBOEN CEMbU U ApYy3en);

2. OTKpbIBaTb BrIOXEHHbIE ddalsbl NIEKTPOHHOW MOYThI, KOrga He 3Haellb
oTnpaBuTens;

3. FpybuTtb, NpuanpaTbes, okasbiBaTb AaBMNEHNE - BeCTU cebsi HEBEXTMBO U
arpeccuBHo;

4. He pacnopsikancsa geHbramym TBOen ceMbm 6e3 paspelleHuns cTapLlumx - Bcerga
cnpawuBaun pogurtenem;

5. He BcTpeyvaincs ¢ IHTepHeT-3HaKOMbIMU B pearnibHOW XXN3HU - MOCOBETYNCH CO
B3pOCIbIM, KOTOPOMY JOBeEpPSieLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yntaews o cebe Henpaeay B MIHTepHeTe - coobumn 06 aTom
CBOUM POAUTENSM UMK ONEKyHaM;

2. MNpurnawatoTt nepennucbiBaTbCs, UrpaTb, 0OMeHUBATLCS - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue gannos B HTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBay B3pocCsibiM 0 Npobsiemax B CETU - OHU Bcerga nomoryT;

5. Nicnonb3yn HacTponkn 6e3onacHOCTU MU NPUBATHOCTU, YTOObI HE NOTEPSATH CBOU
aKKayHTbl B COLICETSIX M ApYyrnX nopTanax.

MO>XHO

1. YBaxaun gpyrux nonb3oBartenen;

2. Monb3yewbca NHTEPHET-UCTOYHUKOM - enan CCbIfKy Ha Hero;
3. OTKpbIBaM TONbKO T€ CChINIKK, B KOTOPLIX YBEPEH;

4. ObwaTbcs 3a NOMOLLbIO B3POCHbIM - POAUTENWU, ONEKYHbI U aAMUHUCTPAaLMSA CalnToB
BCeraa nomoryT;

5. Nponan obyyeHne Ha canTe "CeTeBMYOK" 1 NONYyYN NacnopT UUdpPoBOro
rpaxgaHuHa!

Mpunoxexne N 2

MHO®OPMALIMOHHASA NMAMATKA
AnA oObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIbHBIX AHTEPHET-PECYPCAX

C kaxxablM roqoM MONoAeXu B UHTEPHETE CTaHOBUTLCH OOnbLLUE, a LLKOMbHUKA OOHU U3
caMblX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TeM, MOMUMO OrPOMHOIO KONn4ecTBa
BO3MOXHOCTEN, UHTEPHET HECET M Npobnembl. ITa NnamMsaTKa AOIMKHA NOMOYb Tebe
©e3onacHo HaxoauUTbCs B CETH.



KomMnbloTepHbie BUPYChI

KoMnbOTEepHBIN BUPYC - 9TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX NporpamMmM,
OTNNYUTENBHON OCOBEHHOCTLIO KOTOPOK SIBMSIETCA CMNOCOBHOCTL K padMHOXeHUIo. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITM MOMHOCTLIO YHUYTOXNUTb BCE
dansnbl U JaHHble, MOAKOHTPOSIbHbIE MOSIb30BaTEND, OT MMEHWN KOTOPOro Bbina
3anyLieHa 3apaxeHHasi nporpamMmmMa, a Takke noBpeauTb U gaxe YHUUTOXUTb
ornepaumoHHy0 CUCTEMY CO BCEMU dharnamm B Lenom. B 6onblInHCTBE crnyyaes
pacrnpoCTpPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToapb! 3aWmThl OT BPEOOHOCHbIX rNMporpamMmm:

1. Micnonb3yin coBpeMeHHbIE OMnepaLMOHHbIe CUCTEMbI, UMEIOLLME CePbEe3HbIN YPOBEHb
3alMTbl OT BPEAOHOCHBIX MPOrpamMm;

2. NoCTOsAHHO yCcTaHaBnNuBam nadTu (LMgpoBble 3annaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMMBAKOTCS C LieNbto 4opaboTkm nporpamMmbl) U gpyrne oGHOBNEHUSA CBOEWN
onepaumoHHon cnctembl. CkaumBam Ux TONbKO C odomumManbHOro canrta paspaboTynka
OC. Ecnu cylecTtByeT pexum aBToMaTU4eCcKoro 0OHOBMEHNS, BKIOYU €r0;

3. PaboTtan Ha cBoeM KoMMbloTepe nog npaBamMmu Nosib3oBaTess, a He
agMunHUCTpaTopa. ATO He NO3BONUT OONbLUNMHCTBY BPEAOHOCHbLIX MpOorpamm
WMHCTannMpoBaTbCs Ha TBOEM NepPCOHarNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPON3BOAUTENEN, C
aBTOMaTM4ecKMM obHoBneHnem 6as;

5. OrpaHunyb om3nyeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLUHWE HOCUTENU MHPOopMaLMK, Takme Kak prieLka, AuCK unm gann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX UCTOYHUKOB;

7. He oTkpbiBan KOMMbOTEPHbIE ddansibl, MONyYEHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dansnbl, KOTOpPble NpUcasn TBOM 3HAaKOMbIW. Jly4lle yTOYHN Y HEro, oTnpasisn
nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepegayn gaHHbIX, HE TEXHOMNOMS, a BCEro nuwb 6peHa, mapka.
Ewe B 1991 rogy Hugepnangckas komnaHus sapermctpmposana opeHg "WECA", uyto
obo3Hauvano cnosocoveTaHue "Wireless Fidelity", koTopbii nepeBoanTcs Kak
"BecnpoBogHast TOMHOCTbL".

[lo Hawero BpemMeHu gowna gpyras abbpesmnaTtypa, KoTopasi ABfsieTCA TaKom e
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINO AAaHO C HAMEKOM Ha
cTaHdapT BbicLen 3BykoBon TexHukn Hi-Fi, 4yTo B nepeBoae o3Ha4vaeT "BbiCOKad
TOYHOCTbL".

[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kadbe, OTEeNsX 1 a3ponopTax ABMASEeTCs OTIMYHON
BO3MOXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrMe aKcnepTbl CYMTAalOT, YTO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:

1. He nepegaBan cBO nNn4Hyto nHgopmaumio yepes obwenoctynHole Wi-Fi cetw.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naponin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;



2. Nicnonb3yn n o6HOBNAM aHTUBUPYCHbIE NporpamMMbl 1 6paHamayep. Tem caMbiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpwu ncnonb3oBanumn Wi-Fi oTkntoum pyHkumio "O6wmumr goctyn K doannam u
npuHTepaM". [laHHas pyHKUUA 3aKpbiTa N0 yMOMYaHUIO, OOHAKO HEKOTOpbIE
nofib3oBaTeNM akTMBUPYIOT ee And ygobcTea ncnonb3oBaHnsa B paboTe nnm yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepefgaym nnyHbIX gaHHbIX, HAnpumMep Ans
BbIX04a B coumnarnbHble CETU UIU B 3NIEKTPOHHYIO MOYTY;

5. Nicnonb3yn TomnbKo 3awuieHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B MmobunbHoM TenedoHe oTknoun dyHkumio "lMogkntoyenune k Wi-Fi
aBTOMaTu4eckun". He gonyckan aBToMaTnM4eCcKoro nogkioyeHnst yCTpomUCcTBa K CeTAM
Wi-Fi 6e3 TBOEro cornacus.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOASAT B HaLLy XXW3Hb, MHOTME nioan paboTaroT M XNBYT
TaMm NocTosHHO, a B Facebook yxe 3apernctpuposaH munnmapg 4esnoBek, 4To
ABNAETCA OAHOW ceabMON BCeX xutenen nnaHetbl. MHOrme nonb3oBartenu He
NOHMMALOT, YTO MHGOPMaLUS, pa3MeLLIEHHast MU B coumarnbHbIX CETAX, MOXET ObITb
HangeHa 1 Ucrnonb3oBaHa KeM yrogHo, B TOM YnUCre He 06s3aTenbHO ¢ bnarnmm
HaMepeHNAMM.

OcHoBHble coBeTbI N0 6e30NacHOCTN B coLMarnbHbIX CETSX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3baX He JOMKHO ObITb CriyvarHbIX 1
HEe3HaKOMbIX JTIOOEWN;

2. 3awumuian cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEro POXAEHUS U APYIYIO JIMYHYIO0 MHPOPMaLMIO. 3M0YMbILLIEHHUKN MOTYT
MCnonb30BaTh Aaxke MHAPOPMAaLUIO O TOM, Kak Tbl M TBOWU poguUTENN NNnaHupyeTe
NPOBECTU KaHUKYbI;

3. 3awmwian ceow penyTaumio - AEPXKM €€ B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl Thl, 4TOOLI Apyrne nosnib3oBaTeny BUAENM, YTO Thl 3arpyxaewwb? Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnv Tbl roBOpULLb C NIOObMU, KOTOPbIX HE 3HaelLlb, HE UCMONb3yh CBOE pearibHOe
UMSI U OPYTYIO JIMYHYIO MHAPOPMaLNKN: UMSA, MECTO XUTEeNbCTBa, MecTo y4ebbl 1 npoyee;

5. N3beran pasmelleHus otorpacun B IHTepHeTe, rae Thl n3ob6paxkeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO OnpeaennTb TBOE MECTOMONOXEHNE;

6. Mpwn perncTpaumm B coumanbHOM ceTu He0BX04MMO UCNONb30BaTh CIOXHbIE NApPOny,
cocTosiLmne n3 BykB 1 LGP U C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. lna counanbHOM CETU, NOYTLI U apyrnx canToB HEOBXO4MMO UCMONb30BaTb pa3Hble
naposnu. Torga ecnu Tebs B3nomatoT, TO 3JTIOYMbILUJTIEHHUKN NOJTydaT AOCTYN TOJIbKO K
OQHOMY MECTY, a HE BO BCE Cpagy.

OnEKTPOHHbIE AEHbIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YO0OHbIM CNocob nNnaTexemn, 0gHaKo CyLLECTBYIOT
MOLLIEHHUKM, KOTOPbIE XOTAT NOMYYUTb 3TU AEHbIN.



OnNeKTPOHHbIE AEHbIM MNOSABUMUCH COBCEM HEAABHO U MMEHHO U3-3a 9TOM0 BO MHOMMX
rocygapcTBax A0 CUX MOP He NPOMNMCcaHo NpPo HUX B 3aKOHaX.

B Poccum e oHM PYHKLUNMOHMPYIOT N O HUX Y>Ke NPONUCcaHo B 3aKOHe, rae ux
pas3fnensatT Ha HECKOSbKO BUAOB - aHOHUMHbIE U HE aHOHUMHBbIEe. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoANTb onepaunn 6es
naeHTUrKaummn nonb3oBaTesnis, a B HeaHOHMMHbIX MAEHTUUKaUKUSA Nosib3oBaTens
aBnsaeTca oba3aTensHon.

Tarke cnegyeT pasnuyaTb 3NEKTPOHHbIE braTHbIe AeHbIN (PaBHbI FOCY4APCTBEHHbIM
BasntoTam) 1 3NeKTPOHHbIE HedmnaTHbIE AeHbIM (HE paBHbl FOCY4APCTBEHHBIM
BantoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEeHbraMMU:

1. MpumBsXM K cHETY MOBUITBbHBIN TenedoH. 3TO camblt YAOOHbIN 1 BbICTPbIA CNocob
BOCCTaAHOBUTb JOCTYN K cyeTy. [puBA3aHHbIN TenedoH NOMOXeT, ecrniv 3abyaellb CBOWM
nfaTeXHbl Naposib UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. icnonb3yn ogHopasoBsble naponiv. MNocne nepexoaa Ha yCUIEHHYHO aBTOPU3aLUIO
Tebe yxxe He ByaeT yrpoXxaTb ONACHOCTb KpaXu Uiv nepexasarta nnaTexHoro naposns;

3. Bbibepu cnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTo yragaTb CHOXHbIN
naponb. HagexHble naponu - 3To0 Naposnu, KOTopble coaepxaTt He MeHee 8 3HaKOB U
BKMOYaoT B cebsi CTPOYHbIE N NPONUCHble BYKBbI, LNMPbI N HECKONBKO CUMBOSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHbIi 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE HA CalUTax, KOTOPbIM HE JOBepSAeLlb.
OneKTpoHHas noyTa

ONeKTPOHHAas NoYTa - 3TO TEXHONOrMA U NpeaocTaBnsieMble et YCrnyri no nepecobinke u
NOJSTYY4EHMUIO 3MEKTPOHHBIX COOBLLIEHNI, KOTOPbIE pacnpenensitoTCa B KOMMNbIOTEPHON
ceTn. OBbI4HO SMNEKTPOHHbIV MOYTOBBIN AWK BbIrNAANT Crieayowmm obpa3om:
UMs_nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepefayn npocToro Tekcta, UMeeTcst
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl No BesonacHon paboTe C INEeKTPOHHOW NOYTON:

1. Hapo BbIbpaTb NpaBuibHbIA MOYTOBLIN cepBUC. B MHTEpHETe eCTb OrPOMHbIV BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSTb TEM, KOrO 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasblBay B NMMYHOM NoYTE NNYHYO MHopmaumo. Hanpumep, ny4dwe BbibpaTb
"My3blkanbHbI_haHaTt@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi aByxaTanHyto aBTopu3aumio. 3To Koraa NOMMUMO Napons Hy>KHO BBOAUTb
Kog, npucbinaembii no SMS;

4. Bbibepu CrnoxHbIr naposnb. [ns kagoro no4ToBOro slimMka OOMKEH ObiTb CBOM
HaZEXHbIN, YCTOMYMBLIN K B3[TOMY MNaporsib;

5. Ecnun eCcTb BO3MOXXHOCTb Hanmcatb CaMOMY CBOW JIMYHbIA BOMNPOC, UCMNOSb3YN 3Ty
BO3MOXHOCTb;



6. cnonb3yn HECKONBLKO MOYTOBbLIX ALWMKOB. NepBbl 4151 YaCTHOW Nepenncku ¢
agpecatamu, KOTOpbIM Tbl JOBEPSAELLb. DTO AMNEKTPOHHbIN agpec He Hago
MCrnonb3oBaTh NPU perucTpauumn Ha oopymMmax u camrtax;

7. He oTkpbiBan dpansbl U Apyrue BrioXXeHUs B NMCbMax, AaXke ecrnv OHU NpuLu oT
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBASann v oHn Tebe aTn hannsi;

8. MNMocne okoHYaHWsi paboTbl HA MOYTOBOM CEPBUCE Nepes 3akpbITUEM BKMNaaKM C
canToM He 3abyab HaxaTtb Ha "Beiitun".

K|/|6ep6ynn|/|Hr nnn BnpTyanbHOE N3eBaTesibCTBO

KnGepbynnuHr - npecnegoBaHme coobLLeHMSMI, CoaepKalnummn ockopbneHus,
arpeccuto, 3anyrmBaHue; XynuraHcTeo; counanbHoe BOMKOTMPOBaHMNE C MOMOLLBHO
PasfnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynmHrom:

1. He 6pocaiics B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTuUTbCs, TO BHavarne ycrnokontbcs. Ecnn Tl Ha4Helb
oTBeYaTb 0CKOpBrneHnsaMN Ha ockopbneHust, To ToMNbKo ele 6onblue pasoxokeLlb
KOHQOINKT;

2. YnpaBnsi cBoen knbeppenytaymnen;

3. AHOHMMHOCTb B CETU MHMMas. CyLLLeCTBYIOT Cnocobbl BbIICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BeCTM xXynuraHckui obpas BUpTyanbHOM XU3HU. IHTepHeT domKkcupyeT Bce
TBOM AENCTBMUS U COXpaHSET nx. Yaanutb nx yaet kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYarbHY YeCTb CMOSIOAY;

6. rHopupyn eamHnyHbin Heratne. O4HOPa30Bble OCKOpOUTENbHbIE COOBLLEeHUS
nyywe urHopuposatb. OBbLIYHO arpeccus NpekpaLlaeTca Ha HayanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNSIMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb B6STOKMPOBKM OTNPaBKM COOOLLEHUI C
onpenerneHHbIX agpecos;

8. Ecnu Tbl cBnaeTens knbepbynnuHra. TBOM AENCTBUS: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4eNCTBUSA OLEeHMBAKTCA HEraTUBHO,
noaaepkaTb XepTBY, KOTOPOWN Hy>KHA NCUXOrornyeckasi NOMoLb, COOBLLNTE B3POCbIM
0 hbakTe arpeccmBHOro NOBEAEHNS B CETMU.

MoOBunbHbIM TENedOoH

CoBpeMeHHble cMapTdOHbI 1 MMaHLLeTbl coaepXaT B cebe BNnonHe B3pochblii
byHKUMOHATI, 1 Tenepb OHN MOTYT KOHKYPUPOBATb CO CTALMOHAPHBIMI KOMMbIOTEPAMM.
OpHako, CpeAcTB 3alumTbl AN NOAO0GHbIX YCTPOWCTB Noka o4eHb Marno. TecTupoBaHue
N MOUCK YA3BMMOCTEN B HUX NPOUCXOONT HE Tak MHTEHCUBHO, kak ans MK, To e camoe
KacaeTcs U MOBUMNbHBIX MPUMOXEHWUNA.

CoBpeMeHHble MobunbHble Gpay3epbl y)Ke NPakTUYECKN AOrHaNM HacTorbHble
aHanoru, ofHako paclmpeHue yHKLMoHana Brne4veT 3a cobon 60mMbLUY CNOXHOCTb U
MEHbLLYI 3aLUMLLEHHOCTb.



[laneko He Bce NpOU3BOAUTENN BbIMyCKaloT OGHOBMNEHUS, 3aKpbiBaOLWME KPUTUYECKNE
YSI3BUMOCTU A151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huyero He siBnsieTcs no-HacTosieMy 6ecnnatHbiM. Byab ocTopoxeH, Beap korga Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT OblTb CKPbITbI KAKMe-TO MiaTHble
ycnyru;

Hdyman, npexage 4em otnpasButb SMS, ¢oTo nnun Bngeo. Tbl TOYHO 3HaELUb, FAe OHU
OyayT B KOHEYHOM uTOore?

Heobxoaumo o6HOBMATL ONepaLMOHHYI0 CUCTEMY TBOEro cMapTdOHa;
Ncnonb3yi aHTUBMPYCHbIE NporpamMmmbl A51si MOBUNbHbIX TenedOHOB;

He 3arpyaii NpunoxeHus oT HEM3BECTHOIO MCTOYHMKA, Bedb OHM MOTYT cofepXXaTb
BPeAOHOCHOE NporpaMMHoe obecneyeHue;

Mocne Toro Kak Tbl BbIAELb C CanTa, rae BBOAWUI NIMYHYIO MHOpMaLumio, 3anam B
HacTponku bpaysepa n yganu cookies;

rlepI/IO,EI,VI‘-IeCKVI I'IpOBGpFIVI, Kakune nrnaTtHble YCInyrn aktTuBupoBaHbl HA TBOEM HOMEpPE,

[aBaii cBoii HoMep MOBUIBHOIO TenedoHa TONbKO NMOASM, KOTOPbIX Thl 3HaAELLb U KOMY
[oBepsieLlb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOraa Tbl UM He Nonb3yelbes. He 3abbiBan nHoraga
NpoBepPATL 3TO.

Online wvrpbl

CoBpeMeHHbIE OHMAaMH-UIPbI - 3TO KPACOYHbIE, 3aXBaTbIBAKOLLNE pPa3BlieyveHus,
006beuHALWME COTHN ThICAY YENoBeEK No BCeMy MUpy. MIrpokn ncecnegyot AaHHbIA UM
MUp, oOLLaTCA Apyr C APYrOM, BbIMOSMHSAKT 3a4aHus, CPpaXKatoTCa C MOHCTPaMu U
nony4aroT onbIT. 3a yAOBONbCTBME OHM NNATAT: NOKYNakT AMCK, OnnayvnsaroT
aboHeMeHT nnun NnpnobpeTaroT Kakme-To Onunn.

Bce aTm cpeacTtBa nayT Ha NogaepkaHue 1 pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYHOTCSH CUCTEMbI aBTOPU3aLIMK, BbIMYCKaOTCS HOBbIE NaTyu
(umcbpoBble 3annaTtky 4ns NporpamMM), 3aKpbiBalOTCsl YSI3BUMOCTM CEpPBEPOB.

B nogoOHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu
TBOEro napond, Ha KOTOpoM OCHOBaHa CMcTtemMma aBTopu3aunn OonblNHCTBA urp.

OcHoBHble coBeTbI N0 BE30NacCHOCTN TBOErO UrpoBOro akkayHTta:

1. Ecnn gpyron nrpok BegeT cebsa nnoxo nnu cosgaet Tebe HeNpUATHOCTU, 3abnoKupym
€ro B CN1cKe UrpoKos;

2. MNoxanynca agMUHUCTpaTopam Urpbl Ha Nroxoe nosefeHne 3Toro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hyt0 MHGOpMaLUmIo B npodanne urpsbl;
4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeoduumanbHble NaTin n Moabl;



6. cnonb3yn CnoxHble U pasHble Naponu;

7. laxke BO BpeMsi Urpbl HE CTOUT OTKIKOYaTb aHTUBMPYC. Noka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

PULINHT nnn Kpaxa JTIM4YHbIX OaHHbIX

O6blYyHOM Kpaxken geHer U AOKYMEHTOB CErofHs y>Ke HUKOro He yaMBULLb, HO C
pasBUTUEM UHTEPHET-TEXHOSTOMMI 3MI0YMBbILLUNIEHHUKN NEPEMECTUITNCH B UHTEPHET, U
nNpogosmKakT 3aHMMaTbes "nobumesiM" genom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBa Uy (PULLKHT, rMaBHas uesb
KOTOPOro COCTOUT B NOSTy4EHUU KOHMOMAEHUManNbHbIX JaHHbIX NOofnb3oBaTenen -
nornHoB 1 naponen. Ha aHrnunckom a3bike phishing untaetca kak uwnHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLMHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl Nogo3peBaellb, YTO TBOS aHkeTa Obina
B3flOMaHa, To Heob6xoaMMo 3abroKMpoBaTh €€ 1 COO0LWMTL aAMUHMCTPaTOpaM pecypca
06 9TOM Kak MOXHO CKopee;

2. Ncnonb3ymn 6e3onacHble Beb-canThbl, B TOM YUCIE, UHTEPHET-MarasuHoB U
NMOUCKOBbIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILLNIEHHUKM NonyYaT AOCTYN TONbKO K OAHOMY TBOEMY NPodusio B CETU, a HE KO
BCEM,;

4. Ecnu Tebs B3nomanu, To HeobxoamMmMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
koTopble A0GaBneHbl Y Tebsi B ApYy3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchinaTbCs CnaM U CCbINIKM Ha (OULLNHIOBLIE CalTb;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenedoH;
6. OTKNIOYKM coxpaHeHne napond B bpaysepe;

7. He oTkpblBan hannbl U Apyrve BroXeHUs B NMCbMax, AaXke ecrnn OHU NpuLm oT
TBOMX ApYy3en. Jlyylle yToYHM Yy HUX, OTNPaBASann i oHn Tebe aTn pannsi.

Lndposas penytaums

Lindbposas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopmMaumsa B ceTu o Tebe.
KomMmnpomeTupytowasa nHpopmMmauusi, pasMmeLLleHHas B UHTEPHETE, MOXET cepbe3HbIM
obpasom 0TpasnTbCAa Ha TBOEW pearbHoM Xn3Hu. "Lindposasa penytaums” - 310 TBOM
UMUK, KOTOPbIN dhopMupyeTcs n3 nHgopmauum o Tebe B UHTEPHeETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE (hMHAHCOBOE MNONOXEHUE, OCOBEHHOCTH
XapakTepa 1 pacckasbl 0 65M3KNX - BCE 3TO HaKanJMBaeTCH B CETU.

MHorve noapoCTKM NErkoMbICAIEHHO OTHOCATCS K NyGrvkauum nMyHon nHpopmauumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUNA. Thbl faXe He CMOXeLlb AoragaTtbCs
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 neT Ha3ag, ctana NPUYNHON OTKa3a NPUHSATb
Teba Ha paborTy.

KommeHTapumn, pasmelleHmne TBomx potorpadum n gpyrme 4emcTBus MoryT He
MCYE3HYTb axe nocrne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWn aTy



MHopMauuio, nonarna fin oHa B NOUCKOBbIE CUCTEMbI U COXpaHUIIacb N oHa, a
rmaBHOE: YTO NoAyMaloT O Tebe oKkpyxatoLue Noan, KOTopble HanayT 1 yBUOAT 3TO.
HanTtn nHdopmanmo MHOro NeT CnycTa CMOXeT fntobon - kak n3 Jobpbix NobyKaeHWN,
Tak U C HAMepeHEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHbIe COBETLI NO 3aLMTe LNMPPOBON penyTaumnm:

1. Moayman, npexae 4Yem 4YTo-To NybrnmvkoBaTb U Nnepegasath y cebsi B 6rore unuv B
couunanbHOn CeTu;

2. B HacTporkax npounsa yCTaHOBWU OrpaHUYeHust Ha NpoCMOTP TBOEro npodunsa n ero
coAepXMUMOoro, caenam ero Tonbko "anga gpysen”;

3. He pasmeLluan n He ykasbiBan MHOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb
nnNn obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLIKOMNBHUKM - aKTUBHbIE NOoMb3oBaTeNn LMMPOBOro NpOCTPaHCTBA.
OpHako Aaneko He Bce 3HalT, YTO NoNb30BaHME MHOMMMU BO3MOXHOCTSIMU LIMAPOBOro
Mupa TpebyeT cobnoaeHns NpaB Ha UHTENNEKTyanbHyt CO6CTBEHHOCTb.

TepMuH "nHTENNekTyanbHaa CoO6CTBEHHOCTL" OTHOCUTCS K Pa3fnyHbIM TBOPEHNAM
YerioBEYECKOro yma, HaymHasi C HoBbIX M300peTeHNN N 3HaKOB, 0603HaYaKLLMX
COBCTBEHHOCTb Ha NPOAYKTLI U YCIYrn, N 3aKkaH4YMBasi KHUramu, gootorpadousmu,
KMHOUIIbMaMmn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNeKTyanbHy cO6CTBEHHOCTb Ha NPOU3BEAEHUS
HayKu, nMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNaloT B Ka4YeCTBE rapaHTum
TOrO, YTO UHTENNEKTYanbHbIA/TBOPYECKUIA TPy aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBeasnvBble BO3MOXHOCTU 3apaboTaTb Ha pesyribTaTtax CBOero Tpyaa, NonyyYnTb
N3BECTHOCTb W Npu3HaHune. H1kTo 6e3 paspelleHnst aBTopa He MOXXET BOCNPOM3BOANTb
€ro npovsBefeHne, pacnpocTpaHsiTb, NyGNNYHO AEMOHCTPUPOBaTL, NpoaasaThb,
MMMNOPTMPOBAaTb, NMyckaTb B NPoOKaT, NyGIIMYHO UCMONHSATL, NOKa3bliBaTb/UCMOMHATL B
adupe unu pasmelLaTb B VIHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMMHOro obecneyeHns MoXeT NPUBECTU K MHOTUM
puUckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 40 6NnoKMpOBKM TBOErO YCTPOWUCTBA, rae
yCTaHOBMEeHa HeneranbHasa nporpamMmma. He ctont Takke 3abbiBaTh, YTO CyLLECTBYIOT
nerasnbHble KU BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWUTK B CETU.

O nopTtane

CeTeBUYOK.ph - TBOM rMaBHbIM COBETYMK B CETU. 34€Cb Thbl MOXeLLUb Y3HaTb O

6e30MacHOCTM B CETU NOHATHBLIM U AOCTYMHbLIM A3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKON cUTyaumm obpaTUTbCS 3a COBETOM. A TakKe NPUHATL ydacTue B

KOHKypcax 1 ctaTb caMbliM UUAPOBLIM rpaxgaHUHoOM!

MpunoxeHne N 3

NAMATKA Ons POAUTENENA OB UH®OPMALMOHHOW BE3ONACHOCTU OETEN

AL

OnpegeneHne TepmmHa "MHopmaumoHHasa 6e3onacHOCTb AeTeEN" COOEPXKNTCA B
®epepanbHom 3akoHe N 436-93 "O 3awmTe geten ot MHpopmMaunm, NPUINHAIOLLEN
Bpea NX 300POBbIO N PasBuUTUIO", perynmpyowmm OTHOLLEHWNS, CBA3AHHbIE C 3aLLUNTON
AeTen ot nHopmaLumm, NPUYKHSAIOLWLEN Bpea UX 340P0BbI0 U (M) pasBUTUIO.



CornacHo gaHHOMy 3aKOHY "MHOpMaLmMOoHHasa 6e3onacHoCTb AeTen" - 3TO COCTOSAHUE
3aLMLLEHHOCTI, NPU KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHbINA C NPUYNHEHNEM
MHopMauunen Bpeaa Nx 3gOPOBbI0 U (M) PU3NYECKOMY, MCUXUYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHpopmaumen, npudnHAoLLEN Bpes
3[10POBbIO U (UNN) Pa3BUTUIO AeTeN, SBISETCA:

1. HpopMaLMs, 3anpeLLeHHas Ans pacnpocTpaHeHns cpeav aeTen;

2. H(bopmaUums, pacnpocTpaHeHne KOTOPOW orpaHMYeHo cpeaun geten onpeneneHHbIX
BO3PaCTHbIX KaTeropum.

3. K uHdopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean eTen, OTHOCUTCS:

4. nHhopmaums, nobyxgarLwas AeTen K COBEPLUEHUIO AENCTBUIA, NPEeACTaBASOLLNX
Yrpo3y UX XU3HU 1 (UNn) 340POBbLIO, B T.4. NPUYUHEHUIO Bpeada CBOEMY 340POBbLIO,
camoybunncray;

5. cnocobHOCTb BbI3BATL Y AETEN XernaHue ynotTpebutb HapkoTUYeckue CpeacTBa,
NCUXOTPONMHbIE U (UNKN) oAypMaHMBaloLLME BeLLecTBa, TabayHble N3genus,
ankorofibHyo 1 CNMPTOCOAEP KaLLyt NPOAYKLMIO, MUBO U HANWUTKN, U3roTaBiMBaeMble
Ha ero OCHOBE; MPUHSTbL y4acTue B a3apTHbIX Urpax, 3aHUMATbLCS NPOCTUTYLIMEN,
OPOASKHNYECTBOM MM NONPOLLARHNYECTBOM;

6. ob6ocHoBbLIBatoLan unv onpasapbiBatoLLas 4ONYCTUMOCTb HAacUnna n (Unu)
XXeCToKoCTM Nnbo nobyxaaroLas ocyLeCcTBNATL HACUbCTBEHHbIE AENCTBUS MO
OTHOLLEHUIO K JNIOAAM U XXUBOTHbBIM;

7. oTpuuarowas CeMeNHbIE LLIeHHOCTU 1 (hOpMUPYIOLLas HEeyBaXXeHUe K poauUTESNSaM U
(Mnn) OpyrMm YneHam cembi;

8. onpaeabiBatoLLasi NPOTMBONPaBHOE NOBEAEHNE;
9. cogepxallas HeLeH3ypHYyLo BpaHb;
10. cogepxalias MHpopmaLumio NopHorpadon4ecKoro xapakrepa.

K nHopmaumm, pacnpoctpaHeHne KOTOPOW OrpaHUYeHo cpean aeTen onpeaeneHHoro
BO3pacTa, OTHOCUTCA:

1. MHopMaLms, NpeacTaBnsiemMast B Buae N3obpaxxeHnst Unm onmcaHust X€CToKoCTH,
dm3nyeckoro n (UNn) NCUXUYECKOro HaCUNUS, NPECTYNNEHNS NN UHOTO
aHTMOOLLIECTBEHHOIO AENCTBUS;

2. BbI3blBaloLLasa y AeTen cTpax, yKac unm naHuky, B T.4. npeactaBnsiemMas B BUuae
N300paxeHNs1 UM ONNCAHNSA B YHIDKAIOLLEN YeNoBEYECKOe LOCTOMHCTBO hopme
HEeHacuNbCTBEHHOW cMepTH, 3aboneBaHunsl, camoybuincTea, HeCHaCcTHOro criyyas,
aBapun unu katacTpodbl 1 (MNKN) UX NOCNELCTBUM;

3. NpeacTaBnsgemas B Buae n3obpaxeHus nnv onncaHmnsi NoNoBbIX OTHOLLEHUI MEXAY
MY>XHYNHOWN U XEHLLIMHOW;

4. cogepxallasi 6paHHble CrioBa M BblpaXXeHWsi, He OTHOCSLLMECS K HELIEH3YPHOW
GpaHw.



C y4eTtom atoro Bam npegnaratotca npasuna pabotbl B ceTn IHTepHeT ons
pasnn4YHbIX BO3PaCTHbIX KaTeropum, cobniogeHne KoTopbix NO3BoNUT obecneuntb
NHOPMaLNOHHYI0 6Ge30NacHOCTb BalLMX AETEN.

O6Lwme npaBuna ans poautenen

1. HesaBucumo ot Bo3pacTta pebeHka ncnonb3ynte nporpammHoe obecneveHue,
nomMoratoLiee unbTPoBaTb U KOHTPONMPOBaTbL MHPOPMAaLMIO, HO He NoslaranTech
MONHOCTbBIO Ha Hero. Bale BHMMaHWe Kk pebeHKy - rnmaBHbIN METOA 3aLunThI.

2. Ecnu Baw pebeHok MeeT akkayHT Ha OAHOM U3 CoLManbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru 1 1.n.), BHUMATENbLHO U3Yy4nTE, KaKYHO
NMHopMaLMIO NOMELLLAT ero y4acTHUKM B CBOMX Npodhmnax n 6norax, BKNovas
doTorpacun u BUAEO.

3. [poBepbTe, C KAaKUMK OPYyrMMn canTamu CBA3aH coumarnbHbii cepuc Ballero
pebeHka. CTpaHuykn Bawero pebeHka moryT 6biTb 6€30MacHbIMKU, HO MOTYT U
coaepkaTb CCbIfIKM Ha HexenaTterbHble 1 onacHble canTbl (HanpMMep, MOPHOCAWT, UK
CalT, Ha KOTOPOM ApYyr YyNOMUHaeT HOMep COToBOro TenedoHa Bawero pebeHka nnm
Baw gomawHmnin agpec)

4. Moowpsante Bawmnx geten coobatbe 060 BCEM CTPaHHOM UK OTTaNKMBaoLWEM U He
CNULLKOM OCTPO pearnpymTe, Korga oHu 310 genatoT (M3-3a onaceHust NoTepsiTb JOCTYN
K IHTEpHETY 4eTn He roBOpAT poauTensam o npobnemax, a Takke MOryT HayaTb
ncnonb3oBaTh VIHTEpPHET BHE JOMa U LUKOSbI).

5. bygbTe B Kypce ceTeBoW Xxn3Hun Bawwero pebeHka. HTepecynTech, KTO X APY3bs B
NHTepHeT Tak Xe, kKak MHTepecyeTecb peasibHbIMU APY3bsMU.

BospacTt o1 7 o 8 net

B NHTepHeTe pebeHOK cTapaeTca NOCeTUTb T€ UMK UHbIE CalTbl, @ BO3MOXHO M YaThl,
paspeLlleHne Ha NoceLLeHne KOTopbiX OH He nony4yun 6bl oT pogutenen. Noatomy
poauTensam ocobeHHO nonesHbl ByayT Te oTYeTbl, KOTOPblEe NPEeAOCTaBNATCA
nporpaMmmamMm no orpaHnUYeHnto ncnonb3oBaHns NHTepHeTa, T.e. Poantensckun
KOHTPOSb UIK TO, YTO Bbl CMOXeTEe YBUAETb BO BPEMEHHbIX (harnax. B pesynbTare, y
pebeHka He BygeT OLWyLLEHNS, YTO 3a HUM BeAEeTCS NOCTOSAHHbIA KOHTPOSb, OOHaKO,
poauTenu 6yayT No-npexHeMy 3HaTb, KakMe canTbl nocelaeT nx pebeHok. [letn B
AaHHOM Bo3pacTe 0bnagatoT CUIbHbIM YYBCTBOM CEMbW, OHU AOBEPYMBLI U HE
COMHeBatoTcs B aBTopuTeTax. OHM NobAT urpatb B ceTEBbIE UIPbI U NyTELeCcTBOBaTb
no VIHTepHeTY, UCNOSMb3ys ANEKTPOHHYIO MOYTY, 3aX0AUTb Ha CanThbl U YaTbl, HE
pPEKOMEHOO0BAHHbIE POOUTENSIMMU.

CoBeTbl N0 6e3onacHocTh B ceTn VIHTepHeT ana aeten 7 - 8 net

1. CosganTe cnMCOoK OMaLUHUX NpaBun nocelleHns VIHTepHeTa npu y4actum geten un
TpebynTe ero BbIMOSHEHNS.

2. Tpebynte o1 Bawero pebeHka cobnogeHnss BpeMeHHbIX HOPM HaxoXaeHns 3a
komnbtoTepoM. [Nokaxnte pebeHky, 4To Bbl HabnogaeTe 3a HUM He NOTOMY YTO Bam
3TO X04eTcs, a NoToMy 4To Bbl GecnokonTech 0 ero 6e3onacHoCcT 1 Bcerga rotoBbl
€My NMomMoub.

3. KomnbtoTep ¢ noakntodeHnem K MHTepHeTy JOMmKeH HaxoanTbCs B 06Len KoMHaTe
nog NPUCMOTPOM pPoaUTESNEN.



4. Vicnonb3ynTe cneumarnbHble AeTCKUe NOUCKOBbIE MALLUHbI.

5. Ncnonb3yiite cpeacTea 6r1oKMpoBaHUst HexxenaTenbHOro KOHTEHTA Kak A0MNofHeHne
K cTaHOapTHOMY PoanTenbCKoMy KOHTPOSHO.

6. Co3panTte ceMenHbIN ANEKTPOHHbIN ALWKK, YTOBbI HE NO3BONUTL AETAM UMETb
cobCcTBEHHbIE aapeca.

7. BriokupyiTe gocTyn K caiTtam ¢ 6ecnnatHbIMU NOYTOBLIMU ALLMKAMU C MOMOLLbHO
COOTBETCTBYIOLLErO NPOrpaMMHOro obecneyeHus.

8. NpuyunTte geten cosetoBatbcs ¢ Bamn nepen onybnmkoBaHMeM Kakomn-nnbo
MHOpPMaUUKN cpeacTBaMm INEKTPOHHOW NOYThI, YaTOB, PErMcTpaLmMOHHbIX (hopM 1
npodgounen.

9. Hayuute geten He 3arpyxaTb hansbl, nporpaMmbl v My3biky 6e3 BaLlero
cornacusi.

10. He paspelante getsam ncnonb3oBaTb Cry>KObl MTHOBEHHOTO 0OMeHa
COOOLLLEHNAMMN.

11. B "6enbin" cnncok cantoB, paspeLLeHHbIX 45 NOCeLeHnsi, BHOCUTE TOSbKO CanThbl
C XopoLuen penytaumen.

12. He 3abbiBante 6ecegoBaTb ¢ AeTbMn 06 Ux apy3bsx B IHTepHeTe, Kak ecrnv bbl
peyb LWna 0 Apy3bsX B pearnbHOW XU3HMW.

13. He genarite "taby" n3 BonpocoB NOfIOBOW XN3HWU, Tak Kak B VIHTepHeTe AeTn MoryT
Nerko HaTKHYTbCSA Ha NopHorpaduo unu canTel "Ans B3pocnbIX'.

14. Mpnyunte Bawero pebeHka coobwaTb Bam 0 fobbIX yrpo3ax unun Tpesorax,
cBsi3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CMOKOMHBIMU U HANOMHUTE AETAM, YTO OHU B
BGesonacHoCTH, ecnmn camu pacckasanu Bam 0 CBOMX TpeBorax. [oxsanurte ux u
NOCOBETYNTE NOSOWTU eLle pa3 B NOAOOBHbIX Criyvasix.

Bospact geten ot 9 go 12 net

B naHHOM Bo3pacTe AeTu, kak NpaBurio, y»ke HachnblllaHbl O TOM, Kakasi MHdopMaLus
cywiectByeT B MIHTepHeTe. CoBepLUEHHO HOPMaribHO, YTO OHU XOTAT 3TO YBUAETD,
NpoYecTb, ycnblwaTb. [Py 3TOM HY>KHO MOMHUTb, YTO AOCTYM K HEXenaTenbHbIM
maTepuanamMm MOXHO ferko 3abrokupoBaTb Npy NOMOLLM cpeacTB PoanTenbcKoro
KOHTPOSS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. CospaiitTe cnMcok AoOMallHUX NpaBun noceweHnst IHTepHeT npu ydactumn aeten u
TpebyiiTe ero BbINOMHEHMS.

2. Tpebynte o1 Bawero pebeHka cobnogeHna HOpPM HAXOXKAEHMS 3@ KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkoM npu paboTe 3a KOMMLITEPOM, NOKAXUTE MY, YTO Bbl
BecnokouTechb 0 ero 6e3onacHOCTV 1 Bcerga roToBbl OkazaTb €My MOMOLLb.

4. KomnbloTep ¢ nogknoveHnem B IHTEpHET QOMKEH HaxoauMTbcs B 0OLLen komHaTte
nog NPUCMOTPOM pPoaUTESNEN.



5. Ncnonb3yiite cpeacTea 6r1o0KMpoBaHUS HexenaTenbHOro KOHTEHTA Kak JOMOfHEHWE
K cTaHOapTHOMY PoanTenbckomy KOHTPOSHO.

6. He 3abbiBariTe npnHMMaTbL HENOCPEACTBEHHOE y4acTue B XM3HU pebeHka,
GecepoBaTb C 4eTbMM 06 UX Apy3bsx B IHTEpHeTE.

7. HactamnBaniTte, 4Tobbl AETU HUKOTA4A HE cOornallanmcb Ha fIMYHbIE BCTPEYN C
apy3bsimu no VIHTepHeTy.

8. NosBonanTe AeTaM 3axXxoauTb TOSbLKO Ha canTbl 13 "6enoro" cnmcka, KoTopblii
co3ganTe BMECTe C HUMM.

9. MNpuyynTte geTen HUKOr4a He BbldaBaTh NNYHYO MHAOPMaUUIO cpeacTBamMu
9NEKTPOHHOM NOYThI, YaTOB, CUCTEM MIHOBEHHOrO 06MeHa coobLeHnsamu,
perncTpaunoHHbIX OPM, JIMYHBIX NPOdOUNEN U NPU perucTpaumm Ha KOHKYpPChbl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspelwleHns. O6bscHuTe
MM, YTO OHM MOTYT CIly4arHO 3arpy3uTb BUPYCbl UNN OpYyroe HexenaTternbHoe
nporpaMmmHoe obecne4veHue.

11. Co3gante Bawemy pebeHKy orpaHMYeHHY0 Y4ETHYHO 3anucb Ans paboTbl Ha
KOMMblOTEpE.

12. Mpuy4unte Bawero pebeHka coobuiaTb Bam 0 fobbIX yrpo3ax unmn Tpesorax,
cBsA3aHHbIX ¢ MHTepHeTOM. HanomMHuTe geTam, 4To oHM B 6e30nacHOCTU, ecnn camu
pacckasanu BaM O CBOMX TPeBOrax u ornaceHusx.

13. PacckaxuTte getsim o nopHorpadumn B IHTepHeTe.

14. HactanBanTe Ha ToM, YTObbI AeTU NpedoCTaBnsanyM BaM SOCTYN K CBOEN
3NEKTPOHHOM NoyTe, YTOObI Bbl yOEANNUCh, YTO OHM He 0bLLalTCa C HE3HaKoMLUaMu.

15. OGbACHUTE AETAM, YTO HeMb3sa UCMONb30BaTh CETb ANS XyNUraHcTBa,
pacnpoCcTpaHeHus CrneTeH UMm yrpoa.

Bospact geten ot 13 go 17 nert

B aTOM BO3pacTe NogpOCTKM aKTUBHO UCMOMb3YHOT NOUCKOBbLIE MALLWHbI, MOMb3YTCH
3NEKTPOHHOM NoYTON, cnyx6amm MrHoBeHHOro obmeHa coobLeHMsIMN, CKaunBaroT
My3bIKy U punbmbl. Manbynkam B 3ToM Bo3pacTe 6orbLue No HpaBy cMeTaTb BCE
OrpaHnyeHunsi, OHN XaxayT rpyboro toMopa, asapTHbIX Urp, KAPTUHOK "ans B3pocnbIX".
[eBoykn NpeanoynTaoT obLiaTbCcs B Yatax, Npu 3TOM OHKU ropasao bonee
YyBCTBUTESbHbI K CEKCYarnbHbIM JOMoraTenbcTBam B VIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTensaM yXXe BeCbMa CrOXHO KOHTPOSIMpOBaTb CBOUX
aeTen, Tak kak 06 VIHTepHeTe OHM yXKe 3HaKT 3HaYMTENbHO BorbLIE CBOMX pOoaUTENEN.
Tem He MeHee, He oTnyckanTe aeTen B "cBoboaHoe nnasaHue" no NHTepHeTy.
Crapantecb akTUBHO y4yacTBoBaTb B 06LeHnn pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobnogaTts npasuna MHTepHeT-6e30nacHOCTY -
cornawlueHue mexay pogutensmu n geteMu. Kpome Toro, He06Xo4MMO Kak MOXHO Yalle
npocmaTpuBaTb OTYETLI O AeATenbHOCTM AeTen B VIHTepHeTe. CneayeT obpatntb
BHUMaHMe Ha HeEOBXOANMOCTb COAEP)KaAHUS POAUTENBCKUX Naponen (naponen
aAMUHUCTPATOPOB) B CTPOroM cekpeTe u 06paTtnTb BHAMAHUE Ha CTPOroCTb 3TUX
naposnemn.



CoBeTbl N0 6e3onacHoCcTK B 3TOM Bo3pacTte oT 13 go 17 net

1. Co3ganTe CNMCOK JOMAaLLHUX NpaBuin noceLleHns MHTepHeTa npu yyactum
noapoCTKOB 1 TpebynTe 6e3ycnoBHOro ero BbinosiHeHusi. ObroBopuTe ¢ pebeHkoM
CMUCOK 3anpeLLleHHbIX canToB ("4epHbI cnncok"), Yackl paboTtbl B IHTEpHETE,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucre B YaTax).

2. KomnbloTep € NoAKNYeHneM K ceTu MIHTepHET A0MKEH HaXoaMUTbCS B ObLLEeNn
KOMHaTe.

3. He 3abbiBante 6ecenoBaTb ¢ AeTbMM 06 ux Apy3bsx B IHTEpHETE, O TOM, YEM OHMU
3aHATbLlI TakuM obpasom, ByaTo peyb MaeT o ApYy3bsiX B pearnbHON xun3Hu. CnpalumsanTte
0 NAsX, C KOTopbIMK AeTn obLiatoTca NocpeacTBoM Cnyx6 MrHOBeHHOro obmeHa
coobLeHnamMu, Ytobbl yoeamTbes, YTO 3TU NOAN UM 3HAKOMBbI.

4. VcnonbaynTte cpeacTtea 6r1OKMPOBaHUS HEXeNnaTenbHOro KOHTEHTa Kak AOMNOSNIHEHNE
K cTaHOapTHOMY PoauTensckoMy KOHTPOJSTHO.

5. HeobxogMmo 3HaTb, Kaknmun YaTamu nonb3ytoTes Bawwn getu. MNoowpsnTte
NCnonb30BaHME MOAEPUPYEMBIX YaTOB N HacTamBanTe, YToObl AeTn He obLannce B
NPUBaATHOM pPEXNME.

6. HactanBanTe Ha TOM, YTOObI AE€TU HUKOrA4a He BCTpeYanuch NIMYHO C APY3bsSMU U3
ceTn NHTepHeT.

7. MNMpnyynTe geten He BbldaBaTb CBOKO JIMYHYKO MHAOPMALINIO CpeacTBaMu
3NEeKTPOHHOM MOYThLI, YaTOB, CUCTEM MIHOBEHHOIO 0bMeHa coobLLeHnsMH,
perncTpaunoHHbIX PopM, NNYHBIX NPOdUIIEN U NPU perncTpauumn Ha KOHKYpCbl B
NHTepHeTe.

8. MNpuyuynTte aeTen He 3arpyxaTb Nporpammel 6e3 Bawero paspelweHus. Ob6bsacHUTe
MM, YTO OHM MOTYT CIly4anHO 3arpy3nTb BUPYCbl UM APYroe HexenaTtenbHoe
nporpaMmmHoe obecneveHue.

9. MNpuyumnTe Bawero pebeHka coobLliaTb Bam 0 MobbIX yrpo3ax unm Tpesorax,
CBSI3aHHbIX C VIHTepHeTOM. HanomHuTe AeTam, 4ToO OHM B 6e30MacHOCTU, eCcriv camu
pacckasanu Bam, O CBOUX yrpo3ax unu Tpesorax. [loxsanure nx n nocoBeTymTte
nogonTK eLle pas B NoA0BHbIX Criyvasix.

10. PacckaxuTe getsim o nopHorpadgpum B MHTepHeTe. [lomornte um 3aMTnTbCsa oT
cnama. HayunTte nogpocTKoB He BblaaBaTth B IHTepHeTe CBOEro peasnbHOro
3NEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTesibHble NMMCbMa 1 NCNOoMb30BaThb
creumanbHble NOYTOBbIE PUSLTPbI.

11. Mpnyunte cebsa 3HaKOMUTBLCSA C CanTaMn, KOTOpble NOCELLaT NOAPOCTKM.

12. Hayunte geten yBaxaTb APYrUX B UHTEpPHETE. Y6eauTech, YTO OHM 3HAKOT O TOM,
4YTO NpaBuIia XopoLlero NoBeAeHNs1 AENCTBYIOT Be3ae - JaXe B BUPTyaribHOM MUpe.

13. OB6bACHUTE OETAM, YTO HM B KOEM Criyvae Henb3sa ucrnonb3oBatb CeTb AN
XYNUraHCTBa, pacnpoCTpaHeHUs CNreTeH Unun yrpos Apyrum niogam.

14. O6cyanTte ¢ nogpocTkamu NpobnemMbl ceTEBbIX a3apTHbBIX UMP U NX BO3MOXHbIV
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TW UIrPbl COrMAacHO 3aKOHY.



[MOCTOAHHO KOHTPONUPYNTE Ncnonb3oBaHne VIHTepHeTa Bawum pebeHkom! OT10 He
HapyLleHne ero fIMYHOro NPOCTpPaHCTBA, a Mepa NPeaoCTOPOXHOCTU U NPOSABIEHNE
Bawen poantenbckon OTBETCTBEHHOCTU U 3a00Thl.



